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ABSTRACT

Information security is a vital component in institutional IT operations, especially for
Electronic System Operators (ESO). Effective governance is essential to ensure data
protection, integrity, and availability. The readiness evaluation of the BKO District
Court, conducted using the KAMI Index version 5.0 based on ISO/IEC 27001:2022,
assessed seven areas: information security governance, risk management, information
security framework, asset and technology management, personal data protection, and
supplementary controls involving third parties. The assessment applied five
implementation levels and maturity levels [-V. The Court scored 14 in the electronic
system category (low dependency) and achieved an overall score of 913 with a
“Good” rating. The highest maturity levels were recorded in risk management and the
information security framework (Level V), while other areas ranged from Levels 11
to IV. Overall, the results show that the BKO District Court has a well-developed and
consistently implemented information security governance structure, though
enhancements in asset management and personal data protection are still required to
achieve optimal maturity under SNI ISO/IEC 27001:2022.

Keywords: KAMI Index, ISO/IEC 27001:2022, Information Security, Electronic
System Operator (ESO), Information and Communication Technology (ICT).

1. INTRODUCTION

Protection in information security is essential for ensuring operational continuity
in organizations that rely on digital systems, as vulnerabilities may lead to data
breaches and service disruptions [1]. Therefore, comprehensive safeguards are
required to secure data and all supporting components—systems, networks, and
hardware involved in information processing, storage, and distribution [2]. The rapid
development of technology further increases the complexity of maintaining security,
evidenced by the rise of sophisticated cyber attacks such as phishing, malware,
ransomware, and vulnerability exploitation, all of which can cause significant losses
[3], [4]. These threats demand serious attention, particularly for small enterprises that
often lack strong security controls and are highly vulnerable to cybercrime [5].

Digital transformation undertaken without proper planning or adequate controls
further heightens exposure to cyber risks [6]. Thus, organizations need a strong
understanding of preventive and mitigative measures, supported by increased
awareness among data managers through continuous training and strict security
policies to maintain privacy and confidentiality [7], [8]. One effective approach is
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implementing an Information Security Management System (ISMS), especially for
institutions providing public information services or operating in strategic sectors [2].
An ISMS optimizes resource use, guides threat mitigation, and helps reduce incidents
that may result in substantial losses [5], [9].

This study evaluates the readiness and governance of information security at the
BKO District Court as an Electronic System Operator (ESO) using the Indeks
Keamanan Informasi (KAMI) version 5.0, which emphasizes maturity and readiness
based on ISO/IEC 27001:2022. In line with current developments, the assessment
refers to the 2022 information security governance guidelines, with the KAMI Index
serving as the primary evaluation tool [2]. The results are intended to measure the
institution’s readiness, completeness, and maturity and to guide the ESO in enhancing
information security to meet the SNI ISO/IEC 27001:2022 standard [1].

2. METHOD

The study employed a descriptive—evaluative method to assess the readiness,
governance, and maturity of information security implementation within the
Electronic System Operator (ESO) [4]. This approach provides a comprehensive
overview of the actual information security conditions based on the KAMI evaluation
aligned with the ISO/IEC 27001:2022 standard [10]. The complete research stages are

shown in Figure 1.
1 2 3 <
REVIEW OF DATA EVALUATION OF EVALUATION
LITERATURE COLLECTION THE KAMI INDEX RESULTS ANALYSIS

FIGURE 1. Research Stages Evaluation KAMI Index.

2.1 REVIEW OF LITERATURE

The literature review strengthens the understanding of essential concepts,
principles, and frameworks in information security evaluation [2]. The primary
reference is the KAMI Index issued by BSSN, which functions as an instrument for
assessing readiness, governance, and maturity in Indonesia [11], complemented by
the ISO/IEC 27001:2022 standard as the global benchmark for ISMS implementation
[4], [12]. This review also provides a conceptual foundation for key information
security aspects—governance, risk management, security frameworks, asset
management, and technology protection [3], [9]—and examines prior studies using
the KAMI Index to identify research gaps and reinforce the theoretical basis for the
analytical model applied in this study [2], [3], [13], [14].
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2.2 DATA COLLECTION

Data collection was conducted to obtain up-to-date information on the
organization’s information security implementation [2]. The methods used included
interviews, observations, and document analysis relevant to the KAMI Index
assessment [15]. Interviews with IT administrators provided insight into policy
implementation [9], observations examined infrastructure and security practices, and
document reviews analyzed internal policies, guidelines, and reports [16]. The
collected data were then organized into the five main KAMI Index areas to evaluate
readiness and maturity in information security management [1], [17].

The evaluation used the KAMI Index version 5.0 developed by BSSN, which
measures the readiness and maturity of Electronic System Operators (ESO) in
alignment with ISO/IEC 27001:2022 [18]. The instrument assesses five key areas—
governance, risk management, security framework, asset management, and security
technology—along with two supplementary components: Personal Data Protection
(PDP) and the Supplement for third-party and cloud service security [2]. Each area
follows three maturity stages: establishing a basic framework, ensuring consistent
controls, and enabling continuous improvement [1]. The resulting scores reflect the
organization’s overall readiness level [2], [ 19] and were used to identify priority areas
for strengthening information security at the BKO District Court, as shown in Table
1.

TABLE 1.
Readiness Level Scores by Security Category.

Security Level Category

Information Security Status 1 2 3
Not Implemented 0 0 0
In the Planning Phase 1 2 3
Partially Implemented 2 4 6
Fully Implemented 3 6 9
Not Applicable 0 0 0

Table 1 shows the security category scores based on the status of information
security implementation [2]. The implementation status is classified into four levels—
Not Implemented, In the Planning Stage, Partially Implemented, and Fully
Implemented—with score weights of 0, 1-3, 2—6, and 3-9. The Not Applicable/Not
Relevant status is scored 0 when it does not match the organizational context. The
assessment follows COBIT and CMMI maturity levels (I-V) with intermediate levels
(I+—IV+) to reflect gradual progress. According to SNI ISO/IEC 27001:2022, the
minimum expected readiness level is III+, indicating consistent, documented, and
systematic implementation of information security [2], [20].

3. RESULT
This chapter presents the research findings obtained through the application of the

KAMI Index version 5.0 as the evaluation instrument, in order to assess the level of
information security management readiness at the BKO District Court.
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3.1 ELECTRONIC SYSTEM CATEGORY

The electronic system category evaluates the classification level of an
organization’s electronic systems [9]. It includes three dependency levels—low, high,
and strategic—assessed using ten indicator questions that describe institutional
characteristics. The assessment produced a total score of 14, placing the system in the
low-dependency category. The three categories are shown in Table 2.

TABLE 2.
Electronic System Classification Score.
Level of ICT Dependency Lower Limit Upper Limit Classification
A 10 15 Low
B 16 34 High
C 35 50 Strategic

The BKO District Court’s electronic system scored 14, placing it in the low
category, indicating limited ICT dependency confined to administrative and
operational tasks. Thus, system disruptions would not significantly affect core
functions. These results serve as an initial basis for strengthening policies and basic
information security controls to enhance ICT readiness and reliability [12].

3.2 INFORMATION SECURITY GOVERNANCE

The information security governance section assesses an organization’s readiness
in carrying out its roles and responsibilities for managing information security [14].
The evaluation uses four implementation standards—not implemented, planning,
partially implemented, and fully implemented—and consists of 22 indicator
questions. These indicators include 8 items in Security Category I (Maturity Level II),
5 items in Category II (Maturity Level II), 3 items in Category II (Maturity Level III),
and 6 items in Category III (Maturity Level IV). Detailed results are shown in Table
3.

TABLE 3.
Information Security Governance Evaluation Score.
Security Category Number of Questions Score
1 8 24
2 8 48
3 6 54
Total 22 126

Based on the field findings, the Information Security Governance section scored
126 from 22 questions across three categories: 24 for Category I, 48 for Category 1,
and 54 for Category III. These results show that the BKO District Court has reached
Maturity Levels I, II, and III, surpassing the minimum Level III+ requirement under
SNI ISO/IEC 27001:2022. Although implementation is consistent, further
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improvements are needed to achieve higher maturity levels, particularly in governance
strengthening and risk management enhancement [9].

3.3 INFORMATION SECURITY RISK MANAGEMENT

The information security risk management section evaluates the organization’s
readiness in implementing risk management as the basis for developing security
strategies [11]. The assessment uses four implementation categories— not
implemented, planning, partially implemented, and fully implemented—across 16
indicator questions. These include 10 items in Security Category I (Maturity Level
1), 2 in Category II (Maturity Level III), 2 in Category II (Maturity Level V), and 2
in Category III (Maturity Level V). Detailed results are presented in Table 4.

TABLE 4.
Information Security Risk Management Evaluation Score.
Security Category Number of Questions Score
1 10 30
2 4 24
3 2 18
Total 16 72

Based on the recapitulation, the information security risk management section
scored 72 from 16 questions across three categories: 30 for Category 1, 24 for
Category 2, and 18 for Category 3. These results indicate a moderate maturity level,
with most controls implemented but still requiring better consistency and
effectiveness to meet the optimal SNI ISO/IEC 27001:2022 standard [17].

3.4 INFORMATION SECURITY MANAGEMENT FRAMEWORK

The information security management framework evaluates the organization’s
readiness in developing and implementing information security policies, procedures,
and strategies [2]. The assessment uses four implementation categories— not
implemented, planning, partially implemented, and fully implemented—across two
subcategories: (1) policy and procedure management (22 indicators, Maturity Levels
II-IV) and (2) strategy and program management (10 indicators, Maturity Levels II—-
V). Overall, the results indicate a mature and well-structured framework, as shown in
Table 5.

TABLE 5.
Evaluation Score for the Information Security Management Framework.
Security Category Number of Questions Score
1 12 36
2 11 66
3 10 90
Total 33 192
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The information security management framework achieved a total score of 192
from 33 questions across three categories: 36 for Category I, 66 for Category I, and
90 for Category III. These results show that the BKO District Court has reached
Maturity Level III (Defined and Consistent) and is progressing toward Level IV
(Managed and Measurable) [19]. Although the framework is effectively and
consistently implemented, improvements in performance measurement and
continuous management are still required to achieve optimal maturity under SNI
ISO/IEC 27001:2022 [12].

3.5 INFORMATION ASSET MANAGEMENT

The information asset management aspect assesses the effectiveness of protecting
hardware, software, data, and networks across their lifecycle, using four
implementation levels: not implemented, planning, partially implemented, and fully
implemented [11]. It consists of three subcategories—information asset management
(30 indicators, Levels II-III), cloud service security (11 indicators, Level III), and
physical security (12 indicators, Levels II-1II). Overall, the system is well-structured
and effective, though monitoring and cloud service governance still require
improvement to fully meet SNI ISO/IEC 27001:2022, as shown in Table 6.

TABLE 6.
Evaluation Score for Information Asset Management.
Security Category Number of Questions Score
1 27 81
2 19 114
3 7 63
Total 53 258

The information asset management section scored 258 from 53 questions (81 for
Category 1, 114 for Category II, and 63 for Category III), indicating that the BKO
District Court has reached Maturity Level III and is progressing toward Level IV.
Asset management is implemented systematically—covering inventory, protection,
cloud services, and physical security [2], though improvements in control
effectiveness and periodic evaluation are still needed to meet SNI ISO/IEC
27001:2022 [21].

3.6 INFORMATION SECURITY TECHNOLOGY

The information security technology aspect assesses the effectiveness, consistency,
and completeness of technologies used to protect organizational information assets
[19]. Using five implementation categories, it consists of one subcategory with 35
indicators (Maturity Levels [-1V), covering access control, network monitoring, data
protection, and incident detection. Overall, the results show strong and sustainable
technology implementation, as detailed in Table 7.
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TABLE 7.
Evaluation Score for Information Security Technology.
Security Category Number of Questions Score
1 14 41
2 15 86
3 6 54
Total 35 181

The information security technology aspect scored 181 from 35 indicators across
three categories: 41 for Category I, 86 for Category II, and 54 for Category III. These
results show that the BKO District Court has reached Maturity Level III+ and is
progressing toward Level IV, reflecting effective implementation of access control,
network monitoring, and data/system protection [21]. Improvements in system

integration and incident detection are still required to achieve optimal maturity under
SNI ISO/IEC 27001:2022 [5].

3.7 PERSONAL DATA PROTECTION

The PDP category evaluates the comprehensiveness, consistency, and
effectiveness of personal data security controls [8]. Using four implementation
categories, it consists of 16 indicators: 4 in Security Category I (Level II), 2 in
Category II (Level II), and 10 in Category II (Level III). Overall, PDP implementation
is fairly good, though consistency of controls and adherence to data security policies
still require improvement, as shown in Table 8.

TABLE 8.
Evaluation Score for Personal Data Protection.
Security Category Number of Questions Score
1 4 12
2 12 72
3 0 0
Total 16 84

Based on the evaluation, the PDP category scored 84 from 16 questions: 12 for
Category I, 12 for Category II, and 60 for Category III. These results show that the
BKO District Court has reached Maturity Level III (Defined and Consistent) in
personal data protection [22], with policies and mechanisms applied systematically
[23]. However, improvements in monitoring, compliance auditing, and employee
awareness are still needed to reach higher maturity in accordance with SNI ISO/IEC
27001:2022 on Personal Data Protection [24].

3.8 SUPPLEMENT

The supplement section serves as the final evaluation component, assessing the
effectiveness of technology use and third-party involvement in protecting information
assets [25]. Using four implementation levels, it focuses on third-party security,
including risk management, security policies, service continuity, and the management
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of subcontractors, assets, and incidents. Overall, this section shows the extent to which
the BKO District Court has applied integrated security policies and controls in its
third-party collaborations. Detailed results are provided in Table 9.
TABLE 9.
Supplement Evaluation Score.

Category Total Questions Score
1 27 3,00
Total 27 100%

Based on the evaluation, the supplement section scored an average of 3.00 from 27
questions, achieving 100%. This indicates that the BKO District Court has
implemented highly effective third-party security controls, including risk
management, security policies, asset control, incident handling, and service
continuity, with consistent and well-documented oversight [ 14]. Overall, this section
has reached a high maturity level in line with SNI ISO/IEC 27001:2022, supporting
continuous improvement of information security governance at the BKO District
Court [26].

3.9 DASHBOARD

The KAMI Index version 5.0 evaluation shows that the BKO District Court has
achieved maturity across all areas—governance, risk management, framework, assets,
technology, personal data protection, and third-party security. These results indicate
readiness aligned with SNI ISO/IEC 27001:2022 and provide a basis for strengthening
future information security strategies [11]. Figure 2 presents the maturity levels for
each area.

Indeks KAMI (Keamanan Informasi) Versi 5.0

Responden: Skor Kategori SE 14 Kategori SE Rendah
D —]
R —
Tinghat Kelenplapan H 913
ey Penerapan Standar 1S027001
B e ——
e Tata Kelola : 126 T. Kematangan: IV
Pengelolaan Risiko : 72 T.Kematangan: V m
Kerangka Kerja Keamanan Informasi : 192 T. Kematangan: V sid
T R R R Pengelolaan Aset : 258 T.Kematangan: Wl v
T T R R Teknologi dan Keamanan Informasi : 181 T. Kematangan: i+
e —— Pelindungan Data Pribadi : 84 T Kematangan: WM
Pengamanan Keteriibatan P.Ketiga : 100 %

Tata Kelola

Pengelolaan Risiko

B Kepatuhan ISO/SN127001
B Penerapan Operasional

Kerangka Kerja Dasar

Aspek Teknologi Kerangka Kerja

Qresponden

Pengelolaan Aset

FIGURE 2. KAMI Index 5 Evaluation Dashboard
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The final evaluation shows that the BKO District Court scored 14 in the Electronic
System (SE) category—classified as low—and 913 overall with a “Good” rating,
indicating ISO/IEC 27001 compliance. Figure 2 highlights key focus areas, including
ISO/SNI 27001 compliance, governance, risk management, framework, assets,
technology, and PDP. The strongest results are in risk management and the
information security framework, both at Maturity Level V (Optimal). Overall, the
Court has implemented a stable, measurable, and internationally aligned information
security system [12].

4. CONCLUSION

Based on the analysis and evaluation presented in the previous chapter, the
following conclusions were drawn:

1. The evaluation results show that the BKO District Court scored 14 in the Sistem
Elektronik (SE) Category—classified as low—and achieved a total score of 913
with a “Good” rating, indicating strong ISO/IEC 27001 implementation aligned
with the SE classification.

2. The assessment results show that the BKO District Court achieved the following
scores: Information Security Governance (126, Level V), Risk Management (72,
Level V), Information Security Framework (192, Level V), Asset Management
(258, Level I1I), Information Security Technology (181, Level I1I+), Personal Data
Protection (84, Level III), and Third-Party Security (100%).

3. The KAMI Index version 5.0 evaluation shows that the BKO District Court has
achieved a strong level of readiness and maturity in implementing its information
security framework [12]. These results provide a basis for ICT administrators to
further enhance information security, especially in areas not yet optimal, to ensure
alignment with the SNI ISO/IEC 27001:2022 standard [2].
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